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ARDUINO
#include <SPI.h> //SIFERFID/OLEDEFE
#include <Wire.h> //S|FEOLEDERE
#include <Adafruit GFX.h> //S|FEOLEDEFE
#include <Adafruit SSD1306.h> //S|FoLEDERE
#include <MFRC522.h> //S|FERFIDEFE
#include <Adafruit_Fingerprint.h> //S|FEAssesZzE
#include <Adafruit_Keypad.h> //E|FEKeypad B E
#include <Servo.h> / /S| FsaeeETE
#define RST_PIN 5 [/ BEEOEEEM
#define SS_PIN 53 [/ RREERT
#define SCREEN_WIDTH 128 // OLED EE&EE
#define SCREEN HEIGHT 64 [/ OLED BSE&E
#tdefine ROWS 4 [TEBETIR (RE)
#define COLS 4 [TRETH(EN)
#define OLED_RESET -1 // Reset pin # (or -1 if sharing Arduino reset pin)
#define BZ_pin A15
int certified rfid_key[][4]
{

{67, 30, 154, 178}, {1, 1, 1, 1}
¥
String certified password = "@e"; //6UEEE
String password_entered = "";
int timer®, timer1, timer2; //0:3& ' 1:0LED update: 2:BZ
bool door_lock_status = false; //Fasle == L®F .+ True == E#H
bool oled in home = true;
byte bz_mode = @;
int certified_rfid key[][4]
{
{67, 3@, 154, 178}, {1, 1, 1, 1}

b
String certified_password = "e@"; //6fIEI=E
String password entered = "";
int timer®, timerl, timer2; //@:3ii ' 1:0LED update  2:BZ
hool door_lock_status = false; //Fasle == @B - True == BHFE

bool oled_in_home = true;
byte bz_mode = 8;

char keys[ROWS][COLS] =

{
{17, 2%, '3, AL,
{'47, '5", '6", 'B'},
{'77, 8", ‘9", 'C'},
{'*, 'e’, '#', 'D'}

I H

byte rowPins[ROWS] = {35, 37, 39, M1}; //E=FHElT

byte colPins[COLS] = {43, 45, 47, 49}; //E&THHG

byte InsidelLedPins[5] = {22, 23, 24, 25, 26}; //E={TRIEIMG

// SRFEOLED
Adafruit_55D1386 display(SCREEN_WIDTH, SCREEN_HETGHT, &Wire, DLED_RESET);

MFRCS22 mfrc522(SS PIN, RST PIN); // ETIMFRCS22491E
servo myservo; // EU—EfEZ=

Adafruit_Fingerprint finger = Adafruit Fingerprint(&Serial3);

Adafruit Keypad customKeypad = Adafruit Keypad( makeKeymap(keys), rowPins, colPins, ROWS, COLS);

void setup() {

n

Serial.begin{9668);
Serial2.begin(9600);
SPI.begin{(};
finger.begin(57600);
customKeypad.begin();

TCCRIA = 0;//EEETCCRIAEZZEEESN
TCCRIB = 0;/ /B EETCCRIBEEREESe

TCNTL = 0;/ /st ERETRESRe

[ /FREETEIRES1kHZ » Blims

OCR1A = 1099;// = (16%18"6)/(1@@0*8) - 1 (must be <65536)
TCCRIB |= (1 << WGM12);//BEEICTCHES

TCCRIB |= (1 << C511);//3ECS11M51(8BTES4E)

TIMSK1 |= (1 << OCIE1A);

mfrc522.PCD_Tnit(); // #1t&{EMFRCS22EREREHE

myservo.attach(4); // EfcEEETISIE 9
for (int i =18; 1 <5; i)
{
pinMode(InSideledPins[i], OUTPUT);
}

pinMode(BZ_pin, OUTPUT);
display.begin(55D1386_SWITCHCAPVCC, 6x3C);

if (finger.verifyPassword())
{
Serial.println("Found fingerprint sensor!");
}
else
{
Serial.println("Did not find fingerprint sensor :("};
while (1)
{
delay(1);
}

}
finger.getTemplateCount();
if (finger.templateCount = @)

//5erial.print("Sensor contains "); Serial.print(finger.templateCount); Serial.println(” templates");

{
Serial.print("Sensor doesn’t contain any fingerprint data. Please run the 'enroll' example.");
}
else
{
//5erial.println("Waiting for valid finger...");
¥

oled_door_lock();
Serial2.print("!4");

ISR(TIMER1_COMPA vect) { // timer1sREfi2HziJ#E5|E13(LED)
[TEEEEEMz / 2 - HzIEEE

if (timer@ »= 158) //SFIHT—=K
{

timerd = 8;

}
else
{
timeré++;
H
if (oled_in home == false)
{
if (timerl >= 3000)
{
timerl = 8;
}
else
{
timerl++;

}
}

else
{
timerl = 1;
}
switch (bz_mode)
{

case B://BZ OFF

digitalWrite(BZ_pin, LOW);
break;

case 1://BZ unlock
{
if (timer2 <= 200)
{
timer2++;
digitalWwrite(BZ_pin, HIGH);
}
else
{
timer2 = 8;
digitalwrite(BZ_pin, LOW);
bz_mode = @;
}
break;
}
case 2://BZ lock
{
if (timer2 <= 1808)
{
timer2s++;
digitalwrite(BZ_pin, HIGH);
}
else
{
timer2 = 8;
digitalwrite(BZ_pin, LOW);
bz_mode = @;
}
break;

}




void loop() void oled_door_fail(void)

{ {
if (timer@ == @) display.clearDisplay();
{ display.setTextSize(2); [/ BmEEHN
safety verification(); display.setTextColor{1); // 1:0LEDTEZERIEE (EESHZ0LEDHERREE)
delay(1@}; display.setCursor(5, @); [/ EEERRILEE
} display.print("Door state"); /] BEETHZRE
display.setCursor(48, 48); [/ EEREREE
N display.print(“Fail"}; [/ EETHTE
display.display(); [/ BERETIEEFETER

if (timerl == 8)
oled_in_home = false;

{ /IREERASEETEZ (S return 1+ FiHZHIreturn 9)
if (door lock status == true) b i ) byte cheak RFID_Card()
[ vold oled door_nowpassword{void) 1
te *id = mfrc522.uid.uidByte; // EiEEREIVID
Dle'?—door—l_mlDCk(); ‘ display.clearDisplay(); tt:!;te idsize = mFr'cSZZ.uid.sge; [/ WMBUIDKNEE
Serial2.print(”!17); display.setTextSize(2); /f ST byte IsSame = 8; //8:KEE 1:BERD 2:BEER
} display.setTextColor(1); // 1:0LEDTEEERIEEE (ER= R 0LEDRIERERIAE) CodE e e e r L e e e Pl e
else if (door_lock status -= false) display.setCursor(5, @); /1 BEREEE Cfor (10t 1 - 05 1 ¢ sdsize; 1)
1  display.print(“Now passwd"}; [ BETRRTE 1
oled door lock(); display.setCursor(@, 48); /] Db mEeE if (id[i] == certified rfid key[j][i])
serial2.print("!12"); display.print(password_entered); [/ EETHFS it D
} display.display(): /| BAETASEI=ET TR G
} oled_in _home = true; {
} } return IsSame;
display.setTextSize(2); 1 BRELFFRN [IBEERBSESEHEE(HSreturn 1+ F4EZHIreturn @) 3 !
display.setTextColor(1); // 1:0LEDTEERRIEEE ((EES{RZOLEDRIEEERIEE) byte cheak RFID_Card() else
display.setCursor(5, @); // EEEREUEEEE { {
display.print{"Door state"}; /f BEETAEE byte *id = mfrc522.uid.uidByte; // EIE-ERAIUVID IsSame = 2;
display.setCursor(26, 48); /] EERRREE byte idSize = mfrc522.uid.size; // HUBUIDHEE break;
display.print({"Unlock™); /I BETHZES byte USTL= = BB . . {‘;9:*%% 1;“:%5;” 2;&:%%?& ) . 1 -
display.display(): /] EREAA SR BT for (int j = 8; j < (sizeof(certified_rfid key) / sizeof{certified_rfid_key[©]))}; j++) y
SRR IR L ! e (G B = 9E 7 @ MSHmes ) rerarn Issames
inside led ctrl(true}; { }
oled_in_home = true; if (id[i] == certified rfid key[§][i]) ’ e 9
b
void oled door_lock(void) ! IsSame = 1;
{ if (i == 3) -
display.clearDisplay(); {
display.setTextSize(2); f/ BENREAAN return IsSame;
display.setTextColor(1); // 1:0LEDTERERIERE (E RS {REOLEDRIER EHIRE) ¥
display.setCursor(5, @); [ EEREEE ilse
display.print{"Door state"}; [/ BEETHZRE {
display.setCursor(35, 48); [ ERTEREREE Tedere = 2
display.print{~lock™}; /1 EEETHIRE break;
display.display(}; /f BERETAGEFETHER 1
myservo.write(2a); 1
inside led ctrl(false); +

oled_in_home = true; return IsSame;

¥ 1




HEREERE S
uintg t getFingerprintID{} {
uint8_ t p = finger.getImage();//EnEissl
switch (p) {
case FINGERPRINT_OK:
ffSerial.println("Image taken");
break;
case FINGERPRINT NOFINGER:// ‘57541
f//5erial.println("No finger detected");
return @;
case FINGERPRINT PACKETRECIEVEERR://i2EUWI|iEsstas
ffSerial.println("Communication error”};
return @;
case FINGERPRINT IMAGEFAIL://E &S50
f//5erial.println("Imaging error"};
return @;
default:
ffSerial.println("Unknown error"};
return @;

}

/{ OK success!
p = finger.image2Tz();//iCIE5EFASCO2EEET RIS
switch (p) {
case FINGERPRINT _OK:
ffSerial.println("Image converted™);
break;
case FINGERPRINT IMAGEMESS:
f/5erial.println("Image too messy");
return @;
case FINGERPRINT PACKETRECIEVEERR:
ffSerial.println("Communication error”};
return @;
case FINGERPRINT FEATUREFAIL:
ffSerial.println("Could not find fingerprint features");
return @;
case FINGERPRINT INVALIDIMAGE:
f//5erial.println("Could not find fingerprint features”);
return @;
default:
ffSerial.println{"Unknown error");
return @;

}

{/{ OK converted!

p = finger_fingerSearch();//EEEESREERELS

if (p == FINGERPRINT OK) {
ffserial.println("Found a print match!");

} else if (p == FINGERPRINT PACKETRECIEVEERR) {
ffserial.println("Communication error");
return 8;

} else if (p == FINGERPRINT NOTFOUND) {//iE4ilCEC#35:2
fiserial.println(”Did not find a match™);
return 2;

} else {
ffserial.println("Unknown error™);
return 8;

}

/{ found a match!

f/Serdal.print("Found ID #"); Serial.print(finger.fingerID};
//5erial.print(” with confidence of "); Serial.println(finger.confidence};
if (finger.confidence >= 188)

{

ffreturn tinger.fingerlD;
return 1; //ESFLELAETH: 1
}

else

{
return 2; //I55IILECEEER:2

}

.




byte keypad_enter() //EEENE
il

customKeypad.tick();

while (customKeypad.available())
{
keypadEvent e = customKeypad.read();
if (e.bit.EVENT == KEY_JUST_PRESSED)
{
switch ({char)e.bit.KEY)
{
case 'A":
{

break;

password_entered = "";
Serial.println("EEEBREE");
oled_door_nowpassword();
oled_in_home = false;
break;
case "#":
{
Serial.println("#Es2");
keypad_check();
break;
3
default:
{

password_entered = password_entered + ((char)e.bit.KEY);

Serial.println({password_entered);
oled_door_nowpassword();
break;
}
3
}
¥
return @;

}

void keypad_check() //iaE#%E

{
if (door_lock status == true)
{
door lock _status = false;
oled door lock();
Serial2.print(™!2"};
bz_mode = 1;
}
else
{
if (password _entered == certified password)//HAEEFAEEEEEE
{
door_lock status = !door lock status ;
if (door lock status == true)
{
Serial.println("PF9&i:BEE");
oled door_unlock(};
bz mode = 1;
Serial2.print("!1");
}
else if (door lock status == false)
{
Serial.println{"F3&: E&");
oled door_lock();
bz_mode = 1;
Serial2.print("!2");
}
password_entered = ""; //EEEEEEH
H
else
{
password_entered = ""; //EEEE
oled door fail();
bz mode = 2;
Serial2.print("!3");
H
}
}
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« as608F5AIHE:E,

https://blog.csdn.net/qq_44629109/article/details/108582138
« IFTTT

https://ithelp.ithome.com.tw/articles/10272593
« Mega2560

https://michiel.vanderwulp.be/domotica/Modules/ArduinoMega/
« RFID

https://lastminuteengineers.com/how-rfid-works-rc522-arduino-tutorial/
« 4x4 keypad

https://blog.jmaker.com.tw/arduino-keypad-4x4/
« OLED

https.//shop.mirotek.com.tw/arduino/arduino-ssd1306/
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